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First Industrial Revolution — steam, water to mechanize
production

Second Industrial Revolution — electric power to create
mass production

Third Industrial Revolution — electronics and information
technology to automate production



Digital revolution (hyperconnectivity)
Technology fusion (metaconvergence)

Ubiquitous (superintelligence)

**Speed, scope, scale of advance



Adoption of Novel Technologies
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Gross domestic expenditures on R&D, by the United States, the EU, and selected other
countries: 1981-2015
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EU = BEuropean Union; PPP = purchasing power parity.




Global R&D expenditures, by region: 2015

Billions of U.S. PPP dollars
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* East and Southeast
Oentral Ve $721(37.6%)
and Caribbean
- $2(0.1%)

World total = $1,918

PPP = purchasing power parity.



Share of world military expenditure of the 15 states
with the highest spending in 2016
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Source: CBRE Research, April 2019
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International System

Norms, Rules, Laws

The “Iceberg” Model of
Security Architecture
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India’s Naval Modernization: Implications
for Indo-Pacific and South Asian Region
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The meddler

How Russia menaces Western democracies

Asma Khalid

https://moderndiplomacy.eu/2
017/11/29/india-s-naval-
modernization-implications-for-
indo-pacific-and-south-asian-
region/
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Deep fakes could

have real consequences
for Southeast Asia

ERINCOOK

In a fractuous political climate, video manipulation threatens to play havoc with democracy.
https://www.ned.org/s

harp-power-rising-

authoritarian-influence- https://www.lowyinstitute.org/the-interpreter/deep-fakes-could-have-real-
forum-report/ consequences-southeast-asia



International System

Norms, Rules, Laws

The “Iceberg” Model of
Security Architecture



“When they are stable, the region is calm; when
they are roiled, the region is uneasy.”

- Bilahari Kausikan
(Singaporean diplomat)



U.S. — PRC Strategic
Competition

-Digital
-Military
-Industrial/Eco

https://www.ft.com/content/78ffbf36-7e0a-11e9-81d 2-f785092ab560



Defense Innovation Initiative
(2014)

FOIP (2017), NSS (2018)
NDS (2018)

Defense Innovation Unit (2018)

~ Joint Al Center (2018)
DoD Al Strategy (2018)

Executive Order on
Maintaining American
Leadership in Al (2019)

Export Control Reform Act
(2019)

FY 2020 R&D Budget Priorities
(2019)

“Techno-nationalism” (1990s)
OBOR (2013), Digital Silk Rd
Made in China 2025
Military-Civil Fusion (2015)
Natl Informatization

Development Strategic
Guideline (2016)

Nat; Strategic Guidelines for
Innovation-Driven Devt (2016)

New Generation Artificial
Intelligence Devt Plan (2017)

China Natl Defense in the New
Era (2019)



Grand Technology

Bargain

International System

Norms, Rules, Laws

The “Iceberg” Model of
Security Architecture



- Shifts in the Economic-Military-Political
_ Foundations

U.S. as market of last * China replaced U.S. as top trading
resort partner of most regional countries

U.S. air & naval
superiority in Western
Pacific

e China’s rise as sea power in East
China Sea and South China Sea

U.S. military ¢ China’s rise as an indispensable
preponderance power

U.S. as unrivaled global ~  China as an emerging global tech
Science &, Tech leader leader



New Eurasian
Landbridge
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file photo: China's maritime silk road
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Zimbabwe: The New Normal - Zimbabwe Leverages On China's

Global Science and Technology Leadership
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Photo: Joseph Nyadzayo/The Herald

President Emmerson Mnangagwa and his Chinese counterpart President Xi Jinping in Beipng. China {file photo)
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https://allafrica.com/stories/201910250491.html



DEFENDING

OUR DATA:
HUAWEI, 5G AND
THE FIVE EYES

MING

ASIA
STUDIES
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DEMOCRACY | FREEDOM | HUMAN RIGHTS

file:///C:/Users/GW/Documents/APCSS/ASC/ASC%2019-2/Cyber/HJS-
Huawei-Report-Al.pdf



China’s Digital ‘Belt and Road’

Chinese companies are expanding their global footprint, installing fiber-optic cable, surveillance systems, and
telecommunications equipment in dozens of countries around the world.

@ Internet cables (fiber) O “Smart city” initiatives; surveillance
Number of countries: 76 Number of countries: 56

© Telecom equipment @ Internet-connected appliances
Number of countries: 21 Number of countries: 27

Data compiled by RWR Advisory Group, a Washington-based research firm that tracks Chinese investments
abroad. Only projects completed or initiated outside China since 2012 that involve the sale or installation of
telecommunications equipment or technology to enhance the digital infrastructure of the target country have
been included. As RWR research reflects what has been publicly reported, errors and omissions are possible.




J aan effectively bans China’s Huawei
and ZTE from government contracts,
joining U.S.

https://www.washingtonpost.com/world/asia_pacific/japan-effectively-bans-chinas-huawei-zte-from-
government-contracts-joining-us/2018/12/10/748fe98a-fc69- 11e 8-ba87-8c7facdf6739_story.html

https://www.latimes.com/world/la-fg-philippines-huawei-southeast-asia-

EGS Angclcs 'Ei['m‘;s 20190610-story.html

Why a ban on Huawei is being ignored by some of the
oldest U.S. allies in Asia

By SHASHANK BENGALI, DAVID PIERSOMN JUME 10, 2019 3 AM

Th S https://www.thestreet.com/investing/stocks/u-s-firms-may-get-ok-to-sell-to-
e tI‘EEt huawie-soon-says-u-s-official-bloomberg-15151054

U.S. Firms May Get OK to Sell to Huawei Soon, Says U.S. Official:
Bloomberg

Commeree Secrefary Wilbur Ross said that ficenses fo sell to the Chimese fech company will be fortheoming very shortly’ iv an inferview with Bloombers

By Adam Smith @
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U.S. — PRC Strategic
Competition

-Digital
-Military
-Industrial/Eco
-"Ideological”
-Moral order

https://www.ft.com/content/78ffbf36-7e0a-11e9-81d 2-f785092ab560



| sowg,  MANAIKE MACHINES RULE THE WORLD!,
A " Fascinating Tales of a Strange Tomorrow |

THE DECLINE OF INTERNATIONAL STUDIES
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Hi, Robot

Work and Lifein the
O F Age of Automation

HUMANS,
ROBOTS,
AND
MORALITY

Published https://www.foreignaffairs.com/
1950 articles/2015-06-15/hi-robot






Europeans are arguing over whether robots should have
rights

European lawmakers are trying to sort out the legal future of Al and robots. Easier said than
done.

Background: A 2017 European Parliament report suggested that advanced robots could be
granted “electronic personalities.” This status could give robots... Read more

https://www.technologyreview.com/s/610806/inside-the-jordan-refugee-
camp-that-runs-on-blockchain/?source=download-metered-content
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The latest digital threats . +— |
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was wrong about that.”

https://www.nytimes.com/2017/05/20/technology/evan-williams-medium-

twitter-internet.html?smid=tw-
share& r=0&referer=https://t.co/qWkEgTMz8z



The sect pace e
T}]e ey et L paliance s pedct

ECONOIMNIST  sorinyscoming secacssn u 108

ALTERED STATES i ings 2
The Rise of the The new tltans
Corporate (%

Superpowers

S By Mac iaden

https://www.economist.com/printedition/2018-
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These 25 Companies Are
More Powerful Than Many
Countries

Going stateless to maximize profits,
multinational companies are vying with

governments for global power. Who is
winning?

By ParagKhanna

http://mediashift.org/2016/12/frances-proposed-youtube-tax-isnt-going-
awav/



Chinese Healthcare & BATX (Baidu, Alibaba, Tencent, Xiaomi):

http://innovatedinchina.cn/2016/12/24/batx-chinese-healthcare/

&5 Baidu, Alibaba, Tencent eye global Al startups

Canada
Israel o

TATA
TATA MOTORS

United States

China

https://www.cbinsights.com/research/china- TATA POWER
baidu-alibaba-tencent-artificial-intelligence-
dominance/
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Bill Gates and Masayoshi Son are backing a plan to have
video cameras watch every inch of Earth from space

EarthNow, a new satellite project with some high-profile benefactors, aims to cover our entire
planet in detailed, real-time video surveillance.

https://www.technologyreview.com/the-download/



“A loose alliance of about 115
gangs, with around 500
members each and numerous
associates, they can swiftly
assemble a workforce of
whatever size is needed, or
shift from one line of
business to anotherin a
flash. They are best-in-class
when it comes to renewing
talent and ideas.”

Tihlbtods

Mafia management:

The crime families of Naples
are remarkably good at
business

http://www.economist.com/news/business/21705858-crime-families-naples-are-remarkably-
good-business-mafia-management
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Technology is an extension of the geopolitical logic
that defines the Indo-Pacific region;

Technological advances are generating and/or

facilitating game-changing conditions that inform
geopolitical realities;

Information/data: the “new oil”; and
Governance gap
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What kind of challenges does the Technology-
Security nexus present to you as a senior
leader/security practitioner of your country? To
the region?
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https://www.amazon.com/Perfect-Weapon-Sabotage-Fear- https://www.amazon.com/LikeWar-Weaponization-P-W-
Cyber/dp/0451497899 Singer/dp/1328695743



