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Facebook: 4 

million likes 
clicked, 510,000 
comments are 

posted, 293,000 
statuses are 
updated, and 

136,000 photos 
are uploaded.

300 hours of 

video uploaded 
to YouTube 

66k photos loaded 

to Instagram

350,000 Tweets

18 Million Text 

Messages



What is fake news?

Claire Wardle of First Draft News 
identifies seven types of fake news:

 satire or parody ("no intention to 
cause harm but has potential to 
fool")

 false connection ("when headlines, 
visuals or captions don't support the 
content")

 misleading content ("misleading use 
of information to frame an issue or an 
individual")

 false context ("when genuine 
content is shared with false 
contextual information")

Fake Headline



What is fake news?

 imposter content ("when genuine 

sources are impersonated" with 
false, made-up sources)

 manipulated content ("when 

genuine information or imagery is 
manipulated to deceive", as with 
a "doctored" photo)

 fabricated content ("new content 
is 100% false, designed to 

deceive and do harm")

South 
China 

Post (27 

July 
2019)





Why are people 

compelled to share it?

The sharing of fake news 

by the general public is 
driven by :

 Anger

 Anxiety

 Aspirations



What happens when fake news 

gets out of control?



Purveyors of Fake News/Disinformation

Government Propaganda
Outright messaging campaigns by 
non-state actors

White

(Overt)

• Unknown intentions

• Trolls/Hackers/Bloggers

Gray

(Uncertain)

• Government Influence Operations

• State Funded Troll Farms

• Non-state actors 

Black

(Covert)

Source: Hamilton68 Research





State-to-State social media 

campaign Goals

 Undermine citizen confidence in democratic 

governance;

 Foment and exacerbate divisive political fractures;

 Erode trust between citizens and elected officials and 
democratic institutions;

 Popularize policy agendas within foreign populations;

 Create general distrust or confusion over information 
sources by blurring the lines between fact and fiction

Source:  https://warontherocks.com/2016/11/trolling-for-trump-how-russia-is-trying-to-destroy-our-democracy/



Evolution of a fake news story: 

USS Donald Cook

Source: New York Times: June 7, 2017

April, 2014

April 19, 2017April 15 2017



Facebook post 

“We watched the Russian on our locator until 

he reached the kill zone, to then ‘shoot him 

down.’ But when he entered the damned zone, 

mysticism began. Our locators were the first to 

go out, and then the whole Aegis went out. The 

pride of  our fleet became our shame!”

-- Donald Cook Sailor “Johnny”



Fake or Real?



Evolution of a fake news story: 

USS Donald Cook

Source: New York Times: June 7, 2017

April, 2014

April 19, 2017April 15 2017



Vesti TV story

https://www.youtube.com/watch?time_continue=13&v=vI4uS307ydk



Vesti News “quotes” USAF

“Russian electronic 

weapons completely 

paralyze the functioning 

of  American electronic 

equipment installed on 

missiles, aircraft and 

ships.”

-- Gen. Frank Gorec, USAFE



USS Donald Cook

Source: New York Times: June 7, 2017

April, 2014

April 15, 2017

April 19, 2017



15 April

21 April

Source: BuzzSumo analysis



or InfoOps orgs





China enters 

disinformation 

wars on 

Twitter, 

Facebook & 

YouTube





Every Country is impacted

https://coconuts.co/bangkok/news/facebook-removes-russian-backed-misinformation-operation-in-thailand/

Content was amplified and 
repackage local audiences. In 

Thailand, it was on pages called 

“Land Destroyer” and 
“AltThaiNews.” All featured articles  

written by an anonymous author 

also known as “Anthony 
Cartalucci.” 



Example



Fighting Fake News

Expose it for what it is

Correct immediately and repeatedly

Overwhelm fake news stories with new 

truthful content, context, and imagery

Share with supporters and contact fact 

checker sites

Educate whole of society (students, teachers, 

journalists, NGOs, etc)



Source: International Federation of Library Associations and Institutions



Fighting Fake News

 Corporations (Google, Facebook)

 Countries are setting up their own anti-
FakeNews/Information Operations programs   
(Ex.  United Kingdom, Germany, etc.)

 Organizations:

 European Centre of 
Excellence for Countering 
Hybrid Threats  

 Estonian Cyber Defence Unit

 Digital Forensic Research Lab

 Snopes.com

 FactCheck.org

 PolitiFact



What can 

consumers do?

 Social media makes worse 

the problem of confirmation 
bias. People need to gain 

better critical thinking skills or  

“intellectual resilience” to 
question information.

 Educate at all levels* to help 

identify potential threats. 
(* Teens, Grandparents, Facebook group 

members, etc.)



Word of caution

In some countries governments some leaders 

are shouting “Fake News” or “false 

information” whenever they see a story they 

don’t like.  

 This undermines all media.

 This also undermines governments as people 

lose faith in who they can trust causing 

further polarization.



Questions?



FakeNews is not New

 Ancient times  -
Octavius vs. Mark Antony

 15th Century – Galileo trial

 18th Century – Benjamin Franklin 
– King George & Indian scalpers

 1800s -Yellow Journalism –
Spanish –American War

 20th Century – Wartime 
Propaganda / Entertainment 
(SNL)

 21st Century – Social Media 
explosion



Fake News:  the gift that keeps on giving






