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The Global Risks Report 2021 by World Economic Forum

o Key Issues in 2021 : Economy, Environmental, , Societal , and

Technological
** COVID 19 : human and economic cost is severe.
*$* Economic fragility and societal divisions are set to increase.
X Growing digital divides and technology adoption pose concerns.
oA doubly disrupted generation of youth is emerging in an age of lost opportunity.
*%* Climate continues to be a looming risk as global cooperation weakens.

X polarized industrial landscape may emerge in the post-pandemic economy.
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The Global Risks Report 2021 by World Economic Forum

Top Risks by LIKELIHOOD Top Risks by IMPACT
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The Global Risks Report 2021 by World Economic Forum

Clear and present danger Knock-on effects Existential threats
Short-term risks (0-2 years) Medium-term risks (3-5 years) Long-term risks (5-10 years)
** Infectious diseases %* Asset bubble burst
** Livelihood crises ** IT infrastructure
** Extreme weather events breakdown
Cyber security failure *** Price instability X Biodiversity loss
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Adverse tech advances
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The Global Risks Report 2021 by World Economic Forum
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Worldwide Threat Assessment by US Intellisence Community

Global Threats

Cyber

Online influence operations and election interference

®  Weapons of Mass Destruction and Proliferation

Terrorism

Counterintelligence

®  Emerging and disruptive technologies and threats to economic competitiveness

® Space and counter-space

®"  Transnational organized crime

®  Economics and energy

Human security
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Worldwide Threat Assessment by US Intellisgence Community

" Cyber

"  Cyber capability : cyber espionage, attack, influence to seek political, economic,

and military advantages, including steal & distort information, steal money,

to influence citizens, and to disrupt or damage (information) critical
infrastructures.
®  China, Russia, Iran, North Korea, Non-state actors including terrorists.
®  Online influence operations and election interference
®  To weaken democratic institutions, undermine relationship with international
community, and undermine economy and social cohesion.

®  Use Cyber capability.




Worldwide Threat Assessment by US Intelligence Community
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Global Threats

®  Weapons of Mass Destruction and Proliferation

Nuclear and missile capability including chemical weapons
Proliferation through countries.

Proliferation to terrorists, insurgency.

®  Terrorism

IS still commands thousands of fighters in Iragq and Syria, maintains eight branches,
more than a dozen networks, and thousands of dispersed supporters around the world,

despites significant leadership and territorial losses.

IS will strengthen its clandestine presence and accelerate rebuilding its key capabilities,

such as media productions and external operations, especially against western interests.

Lone wolf, Homegrown terrorists, spreading of violence extremism.
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Worldwide Threat Assessment by US Intelligence Community

Counterintelligence

Emerging and disruptive technologies and threats to economic competitiveness

®  Artificial Intelligence and Autonomy

®  |nformation and Communications

®  Biotechnology

Space and counter-space

®  Commercial space services will continue to expand, countries will become more reliant

on space services for civil and military needs, such as space-based reconnaissance,

communications, and navigation systems.

Military space forces and new antisatellite weapons.
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Worldwide Threat Assessment by US Intellisgence Community

"  Transnational organized crime (TOC)
®  Global transnational criminal organizations and networks will threaten all countries by
trafficking drugs, exerting malign influence in weak states, threatening critical
infrastructures, orchestrating human trafficking, and undermine legitimate economic
activities.

Drugs poses risks to public health and safety. (Chinese synthetic drugs)

TOC inflicts human suffering, deplete natural resources, degrade fragile systems, drive

migration, and drain income from the productive and taxable economy.
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Worldwide Threat Assessment by US Intellisgence Community
Global Threats : Economics and energy

Global growth faces downside risks as global trade tensions persist, many countries
contend with high debt levels and geopolitical tensions continue.

Emerging markets (Argentina, Brazil, China, Mexico, South Africa, and Turkey) faces
challenges from uncertain global economic growth, especially those with weak
fundamentals, heavy foreign financing, or close trade linkages with advanced economy
(G7). Commodity exporters is vulnerable to downward pressure on price dampened
demand.

China’s economy growth is likely slow.

Slower economy growth combined with rising US dollar could lower demand for energy

or other commodities, hurting exporters.
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Worldwide Threat Assessment by US Intelligence Community
Global Threats : Human Security

®* Impact of global human security challenges: threats to public health, human displacement,

assaults on religious freedom, and the negative effects of environmental degradation and climate
change.

® Global health : the world remains vulnerable to the next flu pandemic or large-scale outbreak of

a contagious diseases that could lead to massive rates of death and disability, severely affect the
world economy, strain international resources, and increase call for international cooperation and

support.

® Human Displacement : Global displacement will remain high, and host countries are unlikely to

see many refugees or internally displaced persons return home, increasing humanitarian needs

and the risk of political upheaval, health crises, and recruitment and radicalization by militant

groups.
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Worldwide Threat Assessment by US Intelligence Community

Global Threats : Human Security

® Violation Religious Freedom fuels the grow of violent extremist groups, lead to social tensions,

or political turmoil.

Environmental and Climate Change : Global environmental and ecological degradation and

climate change are likely to fuel competition for resources, economic distress, and social
discontent. Climate hazards including extreme weather, higher temperatures, droughts, floods,

wildfires, storms, sea level rise, soil degradation, acidifying oceans threatening infrastructures,

health, and water and food security
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Worldwide Threat Assessment by US Intelligence Community

China and Russia
East Asia
Middle East and North Africa
South Asia
Russia and Eurasia
Europe
Africa

The Western Hemisphere
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Worldwide Threat Assessment by US Intellisgence Community

Mounting threats in Asia, including a variety of challenges from China and North Korea, and rising

authoritarianism in the region.
China: Expanding global reach, the coming ideological battle, South China Sea and Taiwan.

North Korea: Nuclear Ambition, Foreign engagement, Sanctions Evasion.

South East Asia :

v Democracy and civil liberties in many countries in Southeast Asia remain fragile, and China to increase
its engagement in the region to build its influence. Russia also will increase more diplomatic and
military engagement, and some countries will be receptive as a balance against China.

China is promoting a unified stance with ASEAN in the defense of multilateralism and WTO process,
while fostering a shared perception of US’s FONOP through Chinese-claimed waters in the South China

Sea as threats to regional stability.

v’ Possible Chinese military presence in Cambodia and China’s intervention in Myanmar.
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dansiuluaurnn (The Future of Warfare) a8 RAND Corporations

WA lUNAUNNSTANENs (Geopolitical Trends)

LU LHUNAUNI5NNATS (Military Trends)

wuRlduAIuaINTA danaes wazleiuas (Space, Nuclear, and Cyber Trends)
LU lHNAURIINA LUNISTN1899A5 (Restraint Trends)
wualduauAsegnalan (Global Economic Trends)

wu U udsIndau (Environmental Trends)

>
>
>
>
>
>
>

n1sANANIsalasnsIuluauIAn (Predicting the Future of Warfare)
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> wudltiudunlisganans (Geopolitical Trends)

> US polarization and retrenchment
» China’s rise

> Asia’s reassessment

» A revanchist Russia

> Upheaval in Europe

> Turmoil in the Islamic world
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d9ps1uluaunan (The Future of Warfare)

> wudldudunlisganans (Geopolitical Trends) : China’s rise
v" Who will fight: China and its immediate neighbors
v How the US will fight :

v Where the US will fight : Taiwan, South China Sea, Senkaku

v When the US will fight :If China’s economy slow; potentially as Xi’s tenure comes to a close

v Why the US will fight : Domestic pressure; expanding strategic periphery
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d9ps1uluaunan (The Future of Warfare)

> LLu'ﬂﬁaJﬁ'luQﬁ%'gmﬁm% (Geopolitical Trends) : Asia’s reassessment

v Who will fight: New US partners and allies; less others

v How the US will fight : More maritime conflicts (air-sea cooperation)

v Where the US will fight :

v Why the US will fight : Nationalism ; fear of rising China

v When the US will fight :
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d9ps1uluaunan (The Future of Warfare)

> wunldusiunisvnms (Military Trends)
> Decreasing US conventional force size
> Increasing near-peer conventional modernization and professionalism
> Selectively capable second-tier powers
> Adversary uses of gray-Zone tactics

> Weakening of the state monopoly on violence

> Artificial Intelligence (Al) as a class of disruptive technologies
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d9ps1uluaunan (The Future of Warfare)

> wunldufun1snmig (Military Trends) : Selectively capable second-tier powers

v Who will fight: Iran/North Korea vs. US, allies and partners

v How the US will fight : Neutralize selective capabilities then destroy large but less sophisticated forces

v Where the US will fight : Middle East or Korean peninsular

v When the US will fight :

v Why the US will fight : Iranian machinations/ North Korea provocations lead to war
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d9ps1uluaunan (The Future of Warfare)

> wunldufun1snmig (Military Trends) : Adversary use of gray-zone tactics

v Who will fight: Quasi-military or covert state forces, nonstate actors

v How the US will fight : Subconventional or hybrid, potentially escalating to conventional

v Where the US will fight : In disputed territories and areas where state control is weak

v When the US will fight :

v Why the US will fight : States victimized by covert or proxy forces will need support
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> wuildudiualnid dandes wazlawes (Space, Nuclear, and Cyber Trends)

> Space is becoming an increasingly contested environment

» Proliferation of commercial space capabilities

> Resumption of nuclear proliferation

» Erosion of norms and treaties constraining tactical nuclear weapons use
» Information control

> Cyber espionage

> Cyber sabotage
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d9ps1uluaunan (The Future of Warfare)

> wualtiusiueania dandes wazlewwas (Space, Nuclear, and Cyber Trends) : Information control

v Who will fight: Russia, China, Iran, North Korea, nonstate actors

v How the US will fight : Information operations to counter adversary narrative

v Where the US will fight : Cyberspace

v When the US will fight :

v Why the US will fight : Prevent propaganda from influencing the US public and causing domestic discord
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> wulduarudadinnalunisldnidsnuis (Restraint Trends)

> Widespread distribution of imagery of military operations

> Increasing public concern for civilian casualties
> The spread of lawfare

> Increasing power of false accusations
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> wullduduasegialan (Global Economic Trends)

> Increasing pressure on the global trading systems
» The rise of China

» The search for new resources

> Relatively declining U.S. and allied economic might
> The shrinking of defense industrial base

> Decreasing power of sanctions
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d9ps1uluaunan (The Future of Warfare)

> wullduduasegialan (Global Economic Trends) : The rise of China
v Who will fight: China, US, Japan
v How the US will fight :

v Where the US will fight : Asia, with possible worldwide spillovers

v Why the US will fight : Miscalculation; Chinese ambitions or opportunism or a China in crisis will go to war to

v When the US will fight :

spur cohesion and nationalism
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> wualdududawandau (Environmental Trends)
> Rising temperature
> Water scarcity
> Opening of the Arctic
> Sea level rise

> Extreme weather events

» Urbanization and megacities
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> wunltududauinday (Environmental Trends) : Urbanization and megacities
v" Who will fight: Terrorist groups, gang, warlords

v How the US will figcht : Decreased advantage from air superiority; more nonlethal, high-precision weapons

v Where the US will fight : Megacities in developing countries

v When the US will fight :

v Why the US will fight : Failed governance and lawlessness, which might require US intervention
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d9ps1uluaunan (The Future of Warfare)

> msatanisalaensadluaunan (Predicting the Future of Warfare)
> Change of U.S. allies
> Four types of conflicts
» Counter-terrorism
> Gray-zone fight
> Asymmetric conflict with second-tier competitor

> High-end conflict with near peer

> Declining qualitative and quantitative advantage
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depsugnied (Hybrid Warfare)

d Wane (Targets) : AusiUAIMIINISLETDS
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 Asanauainnisldiidmimmsuuuuni (Conventional military threats)
d asasasruueniuy (rregular warfare)

L msvewinanenienisidiss Aae38n13dlaiquunss (Nonviolent subversion)
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or deniable violent action)
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